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The Internet has grown increasingly relevant in the practice of forensic psychiatry. To a psychiatrist conducting a
forensic evaluation, the evaluee’s Internet use can be relevant in nearly all aspects of the analysis. An evaluee’s
Internet presence may help to confirm, corroborate, refute, or elaborate on the psychiatrist’s general impression
of the person. Questions about the individual’s choice of screen names, activities, images, and phrases can be
valuable conversational tools to increase candor and self-disclosure, even among less cooperative evaluees.
Difficulties in mood or affect regulation, problems with thought process or content, and impaired impulse control
may be apparent in the evaluee’s behavior in various Internet forums—for example, hostile or provocative
behavior in social forums or excessive use of gaming or shopping websites. Discussions about the evaluee’s
behavior on the Internet can help the psychiatrist to assess for impaired insight and judgment. Perceptual
disturbances, such as derealization and depersonalization, may be related to an evaluee’s overidentification with the
virtual world to the neglect of real-life needs and responsibilities. Furthermore, digital evidence can be especially
useful in assessments of impairment, credibility, and dangerousness or risk, particularly when the evaluee is
uncooperative or unreliable in the face-to-face psychiatric examination. This discussion will provide illustrative
examples and suggestions for questions and topics the forensic psychiatrist may find helpful in conducting a
thorough evaluation in this new age of the Internet.
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The Internet is increasingly relevant in day-to-day
psychiatric practice as well as in forensic evaluations.
Reasons for a forensic assessment may be Internet
related, such as cyberstalking or inappropriate com-
puter use in the workplace. Problematic Internet use
(PIU) may figure importantly into employment law
or divorce proceedings. Even when the Internet is
not mentioned in the chief complaint, information
about an evaluee’s Internet use can help to direct
questioning during the psychiatric interview and to
identify factors relevant to forensic case formulation.
Aspects of the evaluee’s use of technology that could
be pertinent to diagnosis and treatment may go un-
recognized if prior clinicians do not ask about the
person’s Internet use. Patients frequently do not tell

their treatment providers about their Internet activ-
ities or about subjects that they have researched on-
line, which may include suicide methods1; self-injury
websites2; treatments offered online, many of which
are potentially harmful when used without close su-
pervision by a physician3; drugs with the potential
for abuse4; and information about ways to derive
synthetic drugs and new psychoactive substances.5

Although some types of Internet behavior, such as
cyberbullying, have been characterized as “new bot-
tle but old wine,”6 there are several important aspects
of cyberspace that distinguish these cases from tradi-
tional, older forms. For example, digital evidence
plays a critical role in many criminal law proceedings.
Courts have allowed the introduction of material
from Internet social networking profiles as character
evidence in postconviction criminal sentencing,7 and
youths have been prosecuted for violent behavior
posted to video-sharing websites like YouTube.8

This discussion addresses several aspects of the Inter-
net and related computer technology that are likely
to have an impact on the practice of forensic psychi-
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atry, particularly in the area of the mental status ex-
amination (MSE).

The Internet in the Forensic
Psychiatric Interview

In the forensic psychiatric interview, defensive,
manipulative, or uncooperative behavior on the part
of the evaluee is common, especially in high-stakes
evaluations: those involving denial of disability ben-
efits and subsequent financial ramifications; those
determining the extent of damages awarded in tort
litigation; and those contributing to outcomes in
custody disputes, to name only a few. Obtaining in-
formation in the psychiatric interview that the eval-
uee does not wish to provide can be challenging and
often requires some creativity and finesse in conver-
sational strategies. Engaging the evaluee in discussion
about his or her hobbies, interests, and day-to-day
life is one way to open the conversation. Information
and communication technology (ICT) is playing an
increasingly important role in individuals’ lives, and
it can be a powerful conversational tool in forensic
interviews. Asking the evaluee open-ended, explor-
atory questions about his or her use of the Internet
may elicit revealing responses. Table 1 contains a list
of suggested introductory questions that the exam-
iner might ask during the interview, to assess the
evaluee’s involvement with the Internet.

Discussion about the evaluee’s Internet and com-
puter use can help the psychiatrist to identify areas
for further questioning in the MSE, subsequent test-
ing, or collateral research.

History

During the history-taking, it may be helpful to
situate the evaluee’s Internet use within the appro-

priate developmental and sociocultural context. The
psychiatrist may ask whether Internet use has caused
any problems for the evaluee in terms of social, psy-
chological, or occupational functioning. PIU may
relate to the evaluee’s psychiatric history,9 including
substance abuse,10 attention deficit/hyperactivity
disorder (ADHD),11 depression,12,13 social anxiety
and loneliness,14 and impulse-control disorders
(ICDs) such as pathological gambling.15 PIU may
involve excessive computer gaming, excessive or oth-
erwise problematic use of Internet pornography or
cybersex, or other inappropriate uses of Internet
technology.

The Internet facilitates identity exploration,
which can be either adaptive or maladaptive, de-
pending on the role the Internet plays in the evaluee’s
life. Role-playing to explore one’s identity is a normal
developmental process, but the process may be mal-
adaptive when it avoids responsibilities. As Table 2
illustrates, numerous scales and screening tools have
been published to aid in identifying PIU, sometimes
referred to as “Internet addiction” or “Internet
dependence.”

For example, Young’s Internet Addiction Diag-
nostic Questionnaire (IADQ),19 which is available
free online, features eight screening questions about
an evaluee’s symptoms of Internet “addiction,” in-
cluding preoccupation with the Internet; increased
tolerance of computer use; repeated failed attempts
to reduce Internet use; mood disturbance in relation
to Internet use or attempts to limit use; duration of
Internet use exceeding the intended duration; risk of
personal, professional, or social loss because of Inter-
net use; use of deception to conceal Internet activi-
ties; and use of the Internet to escape dysphoria.

Table 2 Screening Tools for Problematic Internet Use

Aboujaoude et al: proposed diagnostic criteria16

Beard and Wolf: proposed diagnostic criteria for Internet addiction17

SIGNS: Mnemonic for pathologic computer use18

IADQ: Internet Addiction Diagnostic Questionnaire19

CIAS: Internet Addiction Scale20

CIAI: Chinese Internet Addiction Inventory21

OSA-Q: Online Sexual Addiction Questionnaire (OSA-Q)22

OCS: Online Cognition Scale23

CIUS: Compulsive Internet Use Scale24

BTOB: Brief Test of Online Behavior25

PIUQ: Problematic Internet Use Questionnaire26

GPIUS: Generalized Problematic Internet Use Scale27

IRABI: Internet-Related Addictive Behavior Inventory28

IRPS: Internet-Related Problem Scale29

Table 1 Suggested Opening Questions for the Interview

Have you ever Googled yourself?
Do you use any social networking sites, such as Facebook,

MySpace, Friendster, YouTube, or LinkedIn? If yes: How do you
use the site(s), or what do you use it/them for?

Do you tweet? Do you follow anyone or anything on Twitter?
Do you subscribe to any news feeds?
Do you have a blog or a personal homepage or Website?
How many e-mail addresses do you have? If more than one: Do you

use the same one for business (or school) and personal contacts?
Do you chat online? If yes: With whom? About what?
Do you play computer games or video games? If yes: Alone, or

against other players? What are your favorites? What types of
characters do you like to play?
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Beard30 offers a helpful list of proposed interview
questions for an evaluee with PIU that cover biolog-
ical concerns, psychological aspects, social problems,
and relapse prevention. Guidance for performing fo-
rensic evaluation of PIU is also available.31

A thorough assessment requires investigation of
the evaluee’s physical health status. Problems that
may result from PIU can have implications for the
evaluee’s general medical history,32 possibly increas-
ing the risk of thromboembolism,33 seizures,34 poor
sleep and hygiene,35 and musculoskeletal com-
plaints.30 Use of Internet pharmacies or unreliable
medical advice on the web may increase the risk of
serious medical problems.36 The news media have
reported several deaths among individuals with se-
vere PIU. In one case, a teenager who was “addicted”
to Internet gaming “committed suicide thinking that
he would meet his friends from cyber space after he
died.”37

Mental Status Examination

The evaluee’s Internet use may have implications
for numerous domains within the MSE. This discus-
sion presents several examples.
Appearance and General Behavior

The evaluee’s physical appearance may give some
clues as to the role that technology plays in his life.
Physical appearances that may elicit shame or dis-
crimination in real life, such as disfigurement and
physical handicaps, may have fewer negative conse-
quences in Internet communications, prompting the
individual to seek out social connections online
rather than in person. An abnormally low body mass
index may be related to the evaluee’s use of proan-
orexia Internet forums or neglect of nutritional needs
during mania-driven online gaming binges. Some
evaluees may use stimulants or other cognition-en-
hancement drugs (such as modafinil) that diminish
the need for sleep to prolong Internet gambling,
gaming, or chatting. Poor hygiene may also result
when an individual is overly engrossed in cyberspace
and neglects real-life needs and responsibilities.

Self-disclosure in computer-mediated communi-
cation (CMC) may be more candid and revealing
than the evaluee’s behavior in the psychiatrist’s pres-
ence, and so the evaluee’s self-presentation and ap-
pearance online may be highly relevant. Many Inter-
net applications invite users to provide photographs
and brief descriptions of themselves, including infor-
mation about demographics, interests, hobbies, and

associations. Inquiring about the significance of
screen names, social networking site (SNS) profiles,
avatars, and other expressions of identity online is
similar to asking an evaluee about the significance of
his tattoos. Robinson38 provides a list of questions to
ask regarding an evaluee’s body modifications, such
as tattoos and piercings. These questions can be
adapted to an evaluee’s Internet presence. The eval-
uee’s choices of symbols, quotations, images, and so
forth may allude to gang involvement, religious or
spiritual beliefs, gender role identification, or per-
sonal interests. Unusually dramatic self-descriptions
or model-like poses in social networking profiles, for
example, may relate to histrionic or narcissistic per-
sonality traits39 or could suggest a manic phase of
bipolar disorder. The absence of face photographs on
a site where face portraits are the norm could suggest
a poor self-image, such as that in body dysmorphic
disorder, depression, or eating disorders.

Research has demonstrated that psychiatric pa-
tients can and do engage in impression management
to influence the outcomes of psychiatric inter-
views.40 Impression management also plays an im-
portant role in CMC.41 As Barak notes, “. . . Inter-
net users may effortlessly construct a persona with
which they prefer others to observe and perceive
them” (Ref. 42, p 314). Material that the evaluee has
chosen to post online can help to elucidate his pre-
ferred social impression.

Conversely, profiles posted on social networking
sites (SNSs; e.g., Facebook, MySpace) and other In-
ternet social forums may contain information that
contradicts the evaluee’s intended impression. Pho-
tographs, perhaps artificially composed, and other
material can be posted and “tagged” online showing
a person’s name or identity without that person’s
knowledge or permission, regardless of whether the
person is familiar with or completely naïve about the
Internet. Similarly, records of arrests and court cases
may remain online for years after the disposition.
This information then becomes part of the individ-
ual’s “Internet presence” or “digital footprint.”43

Such digital footprints, together with questioning
during the psychiatric interview, can help to corrob-
orate or refute the initial impression the psychiatrist
forms of the evaluee. Comparing the evaluee’s Inter-
net persona with his behavior in the psychiatric in-
terview may assist in credibility assessments and may
also help to provide a more complete portrait of the
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evaluee as a person than does a mere presenting
complaint.

Attitude, Rapport, Mood, and Affect

The forensic psychiatrist may note any observable
changes in the evaluee’s affect when asked about In-
ternet use or when information about computer use
is volunteered. Alexithymia appears to increase the
risk of PIU and the exacerbation of psychiatric symp-
toms when online,44 and, if PIU is present, irritabil-
ity may arise in evaluees when they are away from the
computer. A manipulative or hostile attitude may
warrant questioning about antisocial Internet behav-
ior, such as flaming (hostile language), libel, cyber-
bullying, cyberharassment, frequenting websites
with violence themes, and researching instructions
on making bombs and poisons. If an evaluee seems
particularly guarded or suspicious when asked about
Internet use, a more intensive search of electronic
data may be indicated, and the psychiatrist may ask
the referring source (e.g., the retaining attorney or
the court) to order additional digital research and
further investigation.

Evaluees with factitious disorders, such as Mun-
chausen syndrome, may display an unusually cavalier
attitude in the interview toward a serious complaint.
When factitious disorder is suspected, the psychia-
trist may inquire as to whether the evaluee receives
social support online in relation to the claimed ill-
ness. Feldman45 reports four cases of “Munchausen
syndrome by Internet,” and Griffiths et al.46 describe
a case of “Munchausen syndrome by Google.” In
another case, a sort of Munchausen syndrome by
proxy by Internet, a woman used the fictional per-
sona of a young student (“Kaycee”) with severe
health problems, including leukemia. Kaycee’s blog
became popular, and she received supportive mes-
sages, cards, and gifts from fans of the blog. Later, it
was “reported” that she had died, and the hoax was
discovered.47

Thought Processes and Thought Content

Inquiring about the types of activities an evaluee
pursues online can help to elicit information about
thought processes and thought content. Anxious per-
sons may avoid the Internet because of unrealistic
fears of hackers, identity theft, and related risks, or
they may use the Internet as a forum where anxiety is
less likely to be exacerbated. Individuals with social
phobia, for example, may prefer the anonymity and
physical distance offered by CMC in cyberspace.

Evaluees with obsessions and compulsions may re-
petitively and unnecessarily check e-mail or websites.
Elements of ritualistic behavior may occur in relation
to computer use (e.g., “I have to check my e-mail
three times every night before I can go to sleep”), and
perfectionism may induce excessive editing, revision,
and redrafting of e-mails, blog posts, or chat
messages.

Using the Internet for health information is quite
common, although it is sometimes pejoratively re-
ferred to as cyberchondria,48,49 especially when ex-
cessive medical symptom research is involved. In se-
vere cases, cyberchondria may be the outward
manifestation of underlying hypochondria or other
psychopathology. The Internet may also play a major
role in the development and spread of beliefs that are
unsupported by scientific evidence; for example, the
spread of information about “Morgellons disease” on
the Internet has led to several cases of delusional
parasitosis.50,51

Preoccupations, such as suicidal or homicidal ide-
ation, may manifest as threats posted in online fo-
rums or as search queries logged in Internet search
engines. In the Entwistle murder trial, an expert re-
vealed computer evidence showing that the defen-
dant had been searching the web for information on
homicide/suicide methods and had frequented
adult-oriented websites shortly before his wife and
daughter were murdered.52 In another case, a man
who was convicted of murdering his wife with anti-
freeze was shown to have conducted Internet
searches for information about ways to poison
someone.53

Psychosis may involve Internet-related delusions,
such as fears that the evaluee’s chat partners are plot-
ting against him54 or are secret agents.55 Concerns
about thought broadcasting may include beliefs that
the evaluee’s thoughts or actions are being posted on
the Internet and observed by others.56 Psychotic
evaluees may also develop beliefs that their thoughts
or actions are controlled through the Internet.57 Ref-
erential delusions and tangential thought processes
may also be associated with an evaluee’s Internet
use.58 In one remarkable case, a woman developed
beliefs that numbers she found through Internet
searches beginning with a query about a common
ingredient (phenylalanine) contained hidden mes-
sages for her that led to secret information about a
terrorist network.59 Delusions relating to the Inter-
net may emerge in the context of schizophrenia,60
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schizoaffective disorder,61 and bipolar disorder (or
other illnesses) with psychotic features.59

Perceptual Disturbances

Perceptual disturbances, such as depersonalization
and derealization, may occur in the context of com-
puter use. Depersonalization may appear in relation
to activities in virtual worlds and overidentification
with virtual characters such as avatars. Derealization
may manifest as confusion about the reality of what
happens online, uncertainty regarding the nature of
virtual reality (VR), and a blurring of boundaries
between simulated and actual experiences.62 Exces-
sive identification with one’s avatar or online persona
as a fully formed alternative identity may arise in
individuals with dissociative disorders. For evaluees
with severe psychopathology, high engagement with
the Internet or other forms of advanced technology
can lead to dramatic conflicts between objective re-
ality in real life and the powerful subjective reality
experienced online.63

Insight and Judgment

Deficits in insight and judgment may be especially
obvious in the context of Internet behavior. Com-
mon examples of poor judgment may include post-
ing libelous statements online, disrespecting others’
boundaries (e.g., forwarding personal e-mails to in-
appropriate recipients), or engaging in harassment in
CMCs. Such behaviors may signify traits of some
personality disorders but do not necessarily indicate
the presence of mental illness. In contrast, a symp-
tomatic manic phase in bipolar disorder, for exam-
ple, may lead to more unusual Internet behavior,
such as repeatedly “spamming” acquaintances or
strangers with one’s personal musings, blogging
about one’s sexual prowess, holding inappropriate
chatroom conversations with children, or having un-
realistic demands or expectations that friends and
acquaintances will read every blog post or status
update.

Impaired judgment may manifest as a failure to
understand the impropriety of leaving sexual mate-
rial on a shared computer in a home where small
children are present, or an inability to understand
being fired for spending hours bidding on eBay at the
office. While poor judgment in regulating one’s In-
ternet presence may be prevalent or even expected
among adolescents, similar carelessness among adults
may point to psychopathology. In the interview, the
forensic psychiatrist may ask the evaluee whether he

recognizes whether the Internet use is appropriate or
problematic, whether he appreciates the role that In-
ternet use plays in his psychiatric illness (if applica-
ble), and whether there is acknowledgment and un-
derstanding of the negative and positive aspects of
ICT. For example, having an “online affair” without
realizing the implications for one’s relationship in
real life may indicate limited insight and deficits in
empathy.

Impulse Control

An individual’s Internet use can yield important
clues about impulse control. Qualities of CMC that
tend to encourage or facilitate impulsive behaviors
include “anonymity, a reduced sense of responsibil-
ity, altered time outlook, sensory input overload-
. . .and altered consciousness” (Ref. 64, p 33). The
Internet can be significantly disinhibiting,65 which
can lead to impulsive behavior such as flaming
among members of the general population.66 Disin-
hibiting characteristics of the Internet can also exac-
erbate existing difficulties with impulse control, such
as excessive shopping, pathological gambling, or
compulsive sexual behavior. Shapira et al.67 sug-
gested that individuals with PIU typically meet diag-
nostic criteria for impulse control disorder not oth-
erwise specified (ICD-NOS).

Traditionally, the mental status examination also
addresses the domains of motor activity, speech, sen-
sorium, and cognition. In some cases, an evaluee’s
Internet use may be relevant to these factors. Other
considerations that may be relevant to the mental
status examination include targets for further ques-
tioning or additional collateral research, as well as the
necessity for standardized testing or laboratory stud-
ies, if applicable. Table 3 offers suggested questions
for the various domains of the MSE.

Review of Collateral Information

In forensic case formulation, collateral informa-
tion is often crucial to arriving at an accurate assess-
ment of the evaluee and the circumstances that
prompted the evaluation. As evaluees in forensic as-
sessments often have an interest in the outcome of
the evaluation, their self-report may be unreliable.
Collateral sources of information can help to identify
discrepancies between the evaluee’s self-report and
objective data. The rapid growth of ICT has led to a
dramatic increase in the amount of collateral infor-
mation available to the psychiatrist. Communica-
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tions that may have been verbal and unrecorded in
previous years now are often conducted via e-mail or
instant messaging (IM) and are automatically ar-
chived as full transcripts. Obtaining digital evidence
may require a degree of technical expertise not ordi-
narily possessed by the average forensic psychiatrist,
but the psychiatrist can help to determine when such
evidence will be helpful.68 When the psychiatrist be-
lieves that it would be helpful to review additional
electronic evidence not initially provided by the re-
ferring agent, the hiring attorney may seek assistance
from a specialist to obtain these materials. Employers
and Internet service providers (ISPs) typically mon-
itor e-mail and other electronic communications,
and associated logs and archives may be available as
evidence in trials or investigations.

In addition to acquiring electronic data through
discovery and investigations, the forensic psychiatrist

may uncover collateral information through inde-
pendent research on the world-wide web (the web).
Neimark and colleagues describe a case in which a
Google search on the patient’s name produced a
news article about a suicide attempt that the patient
had not disclosed to his treatment team, leading
them to comment, “. . . a single Internet search, per-
formed in a matter of milliseconds, revealed informa-
tion that would be vital to determining the patient’s
ultimate disposition” (Ref. 69, p 1842). In using “the
Internet as [a] collateral informant” (Ref. 69, p
1842), the psychiatrist should consider how rare or
how common the evaluee’s name is. A common
name, such as Jane Smith, may have millions of In-
ternet hits that are unrelated to the evaluee; searching
through other methods, such as querying the eval-
uee’s e-mail addresses or screen names, may prove
helpful. It is also important to remember that the

Table 3 Suggested Questions for an MSE

Appearance and general behavior
What’s on your _______ (Facebook, MySpace, Other) profile?
Do you have an avatar? If yes: Can you describe your avatar for me?
What have you chosen for your e-mail addresses, screen names, or nicknames on the Internet? Can you explain why you chose them?
I’ve noticed that a lot of people have phogographs of themselves on their _______ (Facebook, MySpace, Other) profiles. How did you choose

the ones that you posted? Or: Why did you decide not to post one of yourself?
Are you more comfortable expressing yourself in person or online?

Attitude, rapport, mood, and affect
Have you ever purchased treatments, such as drugs, medicines, or herbal supplements from an Internet pharmacy or Website?
Have you ever been involved in a flame war?
How would you feel if your computer crashed tomorrow and you were unable to log on to the Internet?
Do you get any support from family, friends, or others online?

Thought process and content
Do you use any Websites that you check regularly for updates, such as online auctions, news sites, social networking sites like Twitter, stock

trading sites, or others? How often do you check them?
How long does it take you to write an e-mail (or blog post)? Do you ever find yourself going back and editing your message repeatedly?
Do you look up medical information online?
What kinds of information have you read online?
Have you learned anything interesting on the Web lately?

Perceptual disturbances
Do you ever feel that what happens online (or in your favorite game or virtual world) is more real than your life offline?
Do you ever lose track of time or forget where you are when you are playing a game or chatting online? If yes: Can you tell me a little more

about what that’s like?
Have you ever had trouble figuring out what was real and what was not real while online or while playing a game?

Insight and judgment
Are you concerned about your privacy online?
What do you do to protect _________ (your privacy, your identity, your children, other) online?
Do you ever send e-mails to famous people, or to people you don’t know very well? If yes: What kinds of things do you say?
Do you think your Internet use has caused any problems for you in your ________ (job, marriage, school, social life, other)?

Impulse control
Have you ever posted something or done something on the Internet and regretted it later?
When you ____________ (shop online, gamble online, chat, look at Internet pornography, have cybersex, play games online), do you ever

feel like you are doing it too much or can’t stop when you want to?
Do you ever have difficulty controlling an urge to shop online, gamble at Internet casinos, send inappropriate e-mails, engage in cybersex, or

view Internet pornography?
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Internet is not a definitive source of factually accurate
information. Virtually anyone can post information
about someone online. For example, a favored tactic
among cyberharassers is to embarrass and intimidate
the victim by impersonating her and posting her per-
sonal information (e.g., photographs) online, such as
in phony erotic personal advertisements. The psychi-
atrist should consider the credibility or reliability of
the source for Internet-based collateral information.

The ubiquitous nature of ICT in young people’s
lives may lead to troves of socially questionable, even
unlawful, behavior being documented online. SNS
profiles frequently allude to substance abuse and
other risky behavior.70 Table 4 provides a partial list
of the types of materials that the psychiatrist may
review or ask an expert to review.

While the volume of this information may seem
overwhelming, an important aspect of ICT is the
development of tools to help organize materials and
navigate electronic sources. In the past, a psychiatrist
or investigator may have needed to peruse hundreds
of pages in an evaluee’s diary to determine whether a
crime was premeditated. Today, many “diaries” are
archived in computer drives or posted online in the
form of blogs, websites, or other electronic docu-
ments that can be quickly and efficiently searched
through electronic search-and-find tools. When the
reason for the evaluation is related to deceptive be-

havior (for example, an adult who poses as a child
online), the evaluation requires a more intensive
search for collateral information than would be nec-
essary in a case that did not involve dishonesty (for
example, an evaluee who admits to inappropriate In-
ternet use in the workplace).

Assessment of Impairment
and Credibility

The forensic psychiatrist may be asked to assess an
evaluee’s level of impairment from a disability that
relates somehow to Internet activities. For example, a
victim of cyberharassment may develop severe diffi-
culties in functioning offline, even though the harass-
ment is occurring only online. In such cases, the psy-
chiatrist must be able to evaluate the reasonableness
of the victim’s response. In a widely reported
MySpace cyberbullying case, a 13-year-old girl
(Megan Meier) committed suicide when the boy
with whom she had formed a romantic attachment
online began to subject her to insults and verbal
abuse.73 Following Meier’s suicide, an investigation
revealed that the “boy” with whom she had been
conversing online was a fake persona created by a
woman who was the mother of one of Meier’s class-
mates. As this case illustrates, cyberbullying or cyber-
harassment can have a devastating emotional effect
on victims. Similar cases have been reported with
equally tragic outcomes.74,75 Cyberharassment has
been correlated with depressive symptoms among
victims,76 and victims often take Internet threats se-
riously, sometimes altering their behavior out of
fear for their personal safety.77

An individual’s Internet presence may be relevant
to disability and fitness-for-duty evaluations in em-
ployment legal proceedings.78 Employers and
schools often consider applicants’ Internet presences
in the vetting of candidates for jobs or admissions,
and employees may be fired for posting inappropri-
ate material on SNS profiles, blogs, discussion
boards, and other websites.79 When an individual
experiences adverse employment action, such as ter-
mination, demotion, or disciplinary actions, subse-
quent disability evaluations should consider the pos-
sibility of secondary gain. When IBM fired an
employee for accessing cybersex chats on a company
computer during business hours, the employee (a
Vietnam veteran) sued, alleging that his inappropri-
ate Internet use arose from his combat-related PTSD
and that the employer had terminated him because of

Table 4 Potential Sources of Digital Evidence for Evaluations

Internal and external computer hard drives
Digital archives and/or backup disks and drives
Media storage devices, such as zip drives, USB flash drives, CD-Rs,

and DVD-Rs
Archives maintained by ISPs or stored on networks
Cached Web browser files and/or logs of Web browser activity,

including search terms used on search engine sites (e.g., how to
make MDMA (methamphetamine)); lists of URLs visited with the
dates and times of access

Hidden files or files “deleted but not gone”71,72; any available
information on documents that may have been destroyed

Archived e-mails and chat logs; records of e-mail discussion groups
such as Usenet; messages stored or accessed through newsgroup
reader software

Websites, including personal homepages, blogs, profiles on social
networking sites, and bulletin boards or other Web-based
discussion groups

Cell phone/smart phone records of calls and text messages, videos,
and images

Personal and work computers; cookies, malware, or applications
stored on the evaluee’s computer

Material stored on hand-held personal digital assistants (PDAs) or
other portable electronic devices
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his disability.80 Although the court dismissed his
complaint, the possibility that future editions of the
DSM may contain “Internet addiction,”81 or PIU, as
a diagnosable psychiatric disorder raises important
legal and ethics-related considerations. Some schol-
ars have speculated that the increasing apparent le-
gitimacy of “Internet addiction” will lead toward
protection under the Americans With Disabilities
Act.82 Forensic psychiatrists may be asked to offer an
opinion on whether an individual’s PIU indicates a
bona fide mental disability.

It is important for the psychiatrist to detect or rule
out the likelihood of malingering, which the
DSM-IV defines as “. . . the intentional production
of false or grossly exaggerated physical or psycholog-
ical symptoms, motivated by external incentives such
as avoiding military duty, avoiding work, obtaining
financial compensation, evading criminal prosecu-
tion, or obtaining drugs” (Ref. 83, p 683). Today,
patients, and even physicians, use publicly available
Internet resources, such as search engines and medi-
cal websites, as diagnostic aids.84 As Swiss researchers
have shown, individuals with little or no medical
training can reach accurate diagnoses through web
research.85 In this information age, forensic psychia-
trists can expect to encounter evaluees who have re-
searched diagnostic criteria online and who may try
to alter their self-presentations accordingly. Dishon-
esty and deception are common and possibly even
normal online. An evaluee who is accustomed to de-
ceptive or manipulative behavior in Internet com-
munications may be more likely to provide inaccu-
rate or distorted information in a forensic evaluation.
When assessing credibility, the forensic psychiatrist
should consider the evaluee’s claims in the context of
his behavior.

As Drukteinis notes, “The person’s hobbies, rec-
reation, and social interactions can be a rich source of
information. A full schedule of personal activities can
demonstrate a lack of credible impediment to work”
(Ref. 86, p 294). Clinical psychologist Timothy
Miller had a patient “who was trying to get on Social
Security disability for agoraphobia. He didn’t have a
mental disorder, he just didn’t want to leave ‘Ever-
Quest’ [an online game] or instant messaging.”87

High scores on a strategy-type game, for example,
may cast doubt on claims of severe impairment of
attention and concentration. Similarly, in criminal
cases in which a defendant wishes to plead not guilty
by reason of insanity (NGRI), evidence of planning

(such as “Googling” advice on avoiding detection or
prosecution) may suggest premeditated and purpose-
ful behavior.

Additional concerns related to Internet dishonesty
may arise when the evaluee’s Internet behavior is the
reason for the evaluation. In the now-infamous
“Alex/Joan case,” a prominent male psychiatrist as-
sumed the online identity of a disabled woman to
gain the trust of and have intimate exchanges with
women with whom he chatted online.88 When his
deception and identity were subsequently revealed,
many of the women felt betrayed and angry. It is not
difficult to see how this type of behavior might raise
concerns about fitness for duty among professionals
with a fiduciary responsibility toward others. While
poor judgment and exploitative behavior on the In-
ternet may have ramifications for professional fitness
for duty, such behavior does not necessarily implicate
a psychiatric illness that would rise to the level of a
disability.

Risk Assessment

Forensic psychiatrists may be asked to evaluate
individuals whose Internet activity has raised con-
cerns about dangerousness. For example, in the “Jake
Baker” case, which spurred a debate regarding free-
dom of speech on the web, there was controversy
over the appropriate response to a university stu-
dent’s violent fantasies posted to a newsgroup:

Baker posted a story to the newsgroup alt.sex.stories in
which he graphically described the torture, rape, and mur-
der of a woman who was identified, in the story, as a class-
mate of Baker’s. University officials learned of it—oddly
enough, through an attorney in Moscow—and they sus-
pended Baker and began contemplating legal actions. The
U.S. government investigated Baker and found much more
than just the story posted to the Usenet group. Dozens of
emails had been exchanged between him and a person in
Canada known as Arthur Gonda, in which the two dis-
cussed their shared interests in torture and appeared to be
planning violent acts that would be carried out in real life,
not just as online fantasies [Ref. 89, p 228].

The forensic psychiatrist may be asked to offer an
opinion regarding the likelihood that similar threats
or disturbing behavior online represent a true threat
of violence or self-harm. During such evaluations, it
is important to consider the role that the Internet
plays in the evaluee’s life: does it provide a forum for
harmless relief of stress, or does it exacerbate the eval-
uee’s problems? Persons who struggle with thoughts
of violence or self-harm may use the Internet to act
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out these thoughts without direct bodily harm to
themselves or to others.

The use of violent video games and VR simula-
tions could have a desensitizing effect and may re-
duce normal inhibitions toward aggressive behavior.
The military often uses games and simulations for
this purpose. The experience of depersonalization
and derealization online or in gaming may carry over
into an individual’s conduct in real life, thereby in-
creasing the risk of violent behavior.63 Block90 argues
that technology and Internet use played a critical and
overlooked role in the lives of the teens who commit-
ted mass homicide in the Columbine school shooting
tragedy. He notes that leakage and clues to their vi-
olent intentions were discovered on the Internet. He
places special emphasis on the boys’ use of the Inter-
net as an outlet for their anger and notes that their
access had been limited shortly before the school
shootings took place. Through online RPGs, the
teens had been able to assume roles of power, respect,
and belonging, which they lacked in their lives off-
line. One implication of this case for risk assessment
is the importance of considering the role of the In-
ternet in an evaluee’s life.

Another implication of the Columbine case is the
importance of investigating digital evidence as collat-
eral information when conducting a risk assessment.
In the context of evaluations of dangerousness in
school settings, Ash writes:

Since individuals frequently deny planning predatory vio-
lence, other indicators of violent thinking are important. A
key concept in these evaluations is ‘leakage’: fantasies of
thinking and planning violence may spill out in identifiable
ways. These can include talking about a fascination with
weapons and assassinations with peers, diaries or other writ-
ten communications, drawing, internet chatting on violence-
related themes, veiled threats expressed to peers, and so forth
[Ref. 91, p 465, emphasis added].

In numerous cases of violent or suicidal behavior
reported in the popular press, warning signs were
often found on the perpetrator’s computer or in In-
ternet records.

Conclusions

An evaluee’s Internet use may be relevant to nearly
all aspects of a forensic psychiatric evaluation. Dur-
ing the psychiatric interview, open-ended questions
about how the evaluee uses the Internet can enhance
rapport and lead the forensic psychiatrist to areas that
deserve further analysis. During the psychiatric inter-
view, information about an evaluee’s use of the In-

ternet can be a valuable conversational tool to en-
courage candor and self-disclosure, even among less
cooperative evaluees. In the MSE, the evaluator may
consider inconsistencies between the evaluee’s pre-
sentation in the psychiatrist’s office and his self-
presentation or online persona in Internet commu-
nications. Numerous psychiatric symptoms may
manifest in an individual’s relationship to the Inter-
net. The Internet is also useful as a source of collateral
material to corroborate, refute, or elaborate on infor-
mation gathered during the psychiatric interview,
particularly for the purposes of assessing credibility,
impairment, and risk.

Knowledge about ICT will help to increase oppor-
tunities for psychiatrists who serve as consultants to
attorneys or courts. Forensic psychiatrists occasion-
ally help attorneys to formulate questions for inter-
rogatories and request materials for production, and,
therefore, having an understanding of the ways in
which people use the Internet can increase the likeli-
hood of obtaining evidence for a case. Inquiring
about evaluees’ Internet use and educating oneself
about the ways in which such use may be relevant to
a case will increase the psychiatrist’s opportunity to
gain additional information that will enhance the
MSE, the evaluation findings, and the ultimate out-
come in the case.
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41. Krämer NC, Winter S: Impression management 2.0: the relation-
ship of self-esteem, extraversion, self-efficacy, and self-presenta-
tion within social networking sites. J Media Psychol 20:106–16,
2008

42. Barak A: Phantom emotions: psychological determinants of emo-
tional experiences on the internet, in The Oxford Handbook of
Internet Psychology. Edited by Joinson A, McKenna K, Postmes
T, et al. New York: Oxford University Press, 2007, pp 303–29

43. Madden M, Fox S, Smith A, et al: Digital footprints: online iden-
tity management and search in the age of transparency. Pew In-
ternet and American Life Project, December 16, 2007. Available
at http://pewinternet.org/�/media//Files/Reports/2007/PIP_
Digital_Footprints.pdf.pdf. Accessed April 6, 2009

44. De Berardis D, D’Albenzio A, Gambi F, et al: Alexithymia and its
relationships with dissociative experiences and internet addiction
in a nonclinical sample. Cyber Psychol Behav 12:67–9, 2009

45. Feldman MD: Munchausen by internet: detecting factitious ill-
ness and crisis on the internet. South Med J 93:669–72, 2000

46. Griffiths EJ, Kampa R, Pearce C, et al: Munchausen’s syndrome
by Google. Ann R Coll Surg Engl 91:159–60, 2009

47. Joinson AM, Dietz-Uhler B: Explanations for the perpetration of
and reactions to deception in a virtual community. Soc Sci Comp
Rev 20:275–89, 2002

48. White RW, Horvitz E: Cyberchondria: studies of the escalation of
medical concerns in web search. Microsoft Research, November
2008. Available at http://research.microsoft.com/apps/pubs/
default.aspx?id�76529. Accessed November 25, 2008

49. Taylor H: Number of “cyberchondriacs”—adults going online for
health information—has plateaued or declined. Harris Interact
Healthcare News 8:1–6, 2008

50. Vila-Rodriguez F, MacEwan BG: Delusional parasitosis facili-
tated by web-based dissemination. Am J Psychiatry 165:1612,
2008

The MSE in the Age of the Internet

24 The Journal of the American Academy of Psychiatry and the Law



51. Lustig A, Mackay S, Strauss J: Morgellons disease as internet
meme. Psychosomatics 50:90, 2009

52. Ellement FR: Witness details Entwistle’s web surfing on sex, slay
sites: active searches preceded slayings. The Boston Globe. June
19, 2008. Available at http://www.boston.com/news/local/
massachusetts/articles/2008/06/19/witness_details_entwistles_
web_surfing_on_sex_slay_sites/. Accessed June 19, 2008

53. The Associated Press: Man found guilty of killing wife with anti-
freeze. The Associated Press Online (newswire), July 3, 2008

54. Tan S, Shea C, Kopala L: Paranoid schizophrenia with delusions
regarding the internet (letter). J Psychiatry Neurosci 22:143, 1997

55. Catalano G, Catalano MC, Embi CS, et al: Delusions about the
internet. South Med J 92:609–10, 1999

56. Schmid-Siegel B, Stompe T, Ortwein-Swoboda G: Being a web-
cam. Psychopathology 37:84–5, 2004

57. Compton MT: Internet delusions. South Med J 96:61–3, 2003
58. Margolese HC, Chouinard G, Beauclair L, et al: Using the rating

scale for psychotic symptoms to characterize delusions expressed
in a schizophrenia patient with ‘internet psychosis’ (letter). Can
J Psychiatry 47:485, 2002

59. Bell V, Grech E, Maiden C, et al: ‘Internet delusions’: a case series
and theoretical integration. Psychopathology 38:144–50, 2005

60. Lerner V, Libov I, Witztum E: “Internet delusions”: the impact of
technological developments in the content of psychiatric symp-
toms. Isr J Psychiatry Relat Sci 43:47–51, 2006

61. Kobayashi T, Okada Y, Nisijima K, et al: “Internet delusion” in a
patient with a schizoaffective disorder (letter). Can J Psychiatry
46:89–90, 2001

62. Turkle S: Life on the Screen: Identity in the Age of the Internet.
New York: Simon & Schuster, 1995

63. Ichimura A, Nakajima I, Juzoji H: Investigation and analysis of a
reported incident resulting in an actual airline hijacking due to a
fanatical and engrossed VR state. Cyber Psychol Behav 4:355–63,
2001

64. Joinson AN: Understanding the Psychology of Internet Behav-
iour: Virtual Worlds, Real Lives. Hampshire, UK: Palgrave Mac-
Millan, 2003

65. Suler J: The online disinhibition effect. Cyber Psychol Behav
7:321–6, 2004

66. Turnage AK: Email flaming behaviors and organizational conflict.
J Comp Mediat Commun 13:43–59, 2008

67. Shapira NA, Goldsmith TD, Keck PE Jr, et al: Psychiatric features
of individuals with problematic internet use. J Affect Disord 57:
267–72, 2000

68. McGrath MG, Casey E: Forensic psychiatry and the internet:
practical perspectives on sexual predators and obsessional harass-
ers in cyberspace. J Am Acad Psychiatry Law 30:81–94, 2002

69. Neimark G, Hurford MO, DiGiacomo J: The internet as collat-
eral informant (letter). Am J Psychiatry 163:1842, 2006

70. Moreno MA, Parks MR, Zimmerman FJ, et al: Display of health
risk behaviors on MySpace by adolescents: prevalence and associ-
ations. Arch Pediatr Adolesc Med 163:27–34, 2009

71. Fitzgerald TJ: Deleted but not gone. The New York Times. No-
vember 3, 2005. Available at http://www.nytimes.com/2005/11/
03/technology/circuits/03basics.html. Accessed November 3,
2005

72. Eisenberg A: Sleuthing software can reassemble deleted photos.
The New York Times. March 1, 2009. Available at http://www.
nytimes.com/2009/03/01/business/01novel.html. Accessed
March 5, 2009

73. Steinhauer J: Woman who posed as boy testifies in case that ended
in suicide of 13-year-old. The New York Times. November 21,
2008. Available at http://www.nytimes.com/2008/11/21/us/
21myspace.html. Accessed November 21, 2008

74. Sang-Hun C: Korean star’s suicide reignites debate on web regu-
lation. The New York Times. October 13, 2008. Available at
http://www.nytimes.com/2008/10/13/technology/internet/
13suicide.html. Accessed October 14, 2008

75. Celizic M: Her teen committed suicide over ‘sexting.’ MSNBC.
com. March 9, 2009. Available at http://www.msnbc.msn.com/
id/29546030. Accessed May 26, 2009

76. Ybarra ML: Linkages between depressive symptomatology and
internet harassment among young regular internet users. Cyber
Psychol Behav 7:247–57, 2004

77. Kennedy TLM: An exploratory study of feminist experiences in
cyberspace. Cyber Psychol Behav 3:707–19, 2000

78. Epstein D: Have I been Googled? Character and fitness in the age
of Google, Facebook, and YouTube. Geo J Legal Ethics 21:715–
27, 2008

79. Grubman SR: Think twice before you type: blogging your way to
unemployment. Ga L Rev 42:615–47, 2008

80. Pacenza v. IBM Corp., No. 04 Civ. 5831 (PGG), slip. op.
(S.D.N.Y. April 2, 2009), 21 AD Cas. (BNA) 1260

81. Block JJ: Issues for DSM-V: internet addiction. Am J Psychiatry
165:306–7, 2008

82. Bertagna BR: The internet: disability or distraction?—an analysis
of whether “internet addiction” can qualify as a disability under
the Americans with Disabilities Act. Hofstra Lab Emp L J 25:
419–81, 2008

83. American Psychiatric Association: Diagnostic and Statistical
Manual of Mental Disorders, Fourth Edition (DSM-IV). Wash-
ington, DC: American Psychiatric Association, 1994

84. Tang H, Ng JHK: Googling for a diagnosis: use of Google as a
diagnostic aid: internet based study. BMJ 333:1143–5, 2006

85. Siempos II, Spanos A, Issaris EA, et al: Non-physicians may reach
correct diagnoses by using Google: a pilot study. Swiss Med
Weekly 138:741–5, 2008

86. Drukteinis AM: Disability, in The American Psychiatric Publish-
ing Textbook of Forensic Psychiatry. Edited by Simon RI, Gold
LH. Washington, DC: American Psychiatric Publishing, Inc.,
2004, pp 287–301

87. Timothy Miller, quoted in: Becker D: When games stop being
fun. CNET News. May 14, 2002. Available at http://news.cnet.
com/2102-1040-881673.html. Accessed July 17, 2009

88. Van Gelder L: The strange case of the electronic lover, in Com-
puterization and Controversy: Value Conflicts and Social Choices
(ed 2). Edited by Kling R. New York: Academic Press, 1996, pp
533–46

89. Wallace P: The Psychology of the Internet. Cambridge, UK:
Cambridge University Press, 2001

90. Block JJ: Lessons from Columbine: virtual and real rage. Am J
Forensic Psychiatry 28:5–34, 2007

91. Ash P: Children and adolescents, in The American Psychiatric
Publishing Textbook of Forensic Psychiatry. Edited by Simon RI,
Gold LH. Washington, DC: American Psychiatric Publishing,
Inc., 2004 pp 449–70

Appendix I

Glossary of Terms
The reader is urged to conduct his or her own research on the

web and to become familiar with these terms and other developing
Internet-related phenomena. In Internet posts and text messaging,
the use of abbreviations and slang is common, and understanding
common terms (such as “LOL,” “BRB,” “OMG,” and “FAIL”) can
be essential to conducting a thorough examination when the eval-
uee’s Internet use is relevant to the case and to the assessment, as is
increasingly the case in the Internet age. Rather than attempt to
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provide an exhaustive glossary of relevant terminology, this Appen-
dix lists several starting points to help the reader learn more. Some
terms are used as nouns and verbs.

Avatar: A representation of the Internet or computer user—
typically, a visual illustration, often used for games or virtual worlds
like SecondLife, but also used for chat and other applications;
avatars may be pictorial depictions of humans, animals, or abstract
characters and symbols.

Blog: Shortened form of web log; may be an interactive elec-
tronic diary/journal or an informational collection of web re-
sources and information.

Cyberchondria: The escalation of health-related fears by con-
sumers who use the Internet to research health and medical
information.

Cyberharassment, Cyberstalking, and Cyberbullying: Per-
vasive harassment behavior online or significant use of the Internet
in the context of other stalking or harassing behavior. Examples
range widely but may include assuming false online identities to
obtain personal information about a victim or to converse with the
victim; posting personal information about the victim; assuming
the victim’s identity for the purpose of harassment; obsessively
sending the victim unwanted e-mails, instant messages, text mes-
sages, or other electronic communications; enlisting other individ-
uals online to assist in harassing the victim; use of the Internet or
other electronic communications to embarrass, threaten, or intim-
idate the victim.

Cybersex or Cybering: Usually refers to engaging in erotic
sexual chat on the web; may occur between real-life acquaintances
or between individuals who are not acquainted offline.

Flaming or Flame Wars: A hostile verbal exchange that may
involve one individual (e.g., a single hostile comment on a blog
post) or many individuals (e.g., a heated debate on a message
board); typically involves profanity and personal insults.

Friending or Unfriending: Adding (or deleting) someone from
one’s list of “friends” or contacts on an SNS.

Google: The popular Internet search engine Google or the use
of Google to gain information on a topic.

Happy Slapping: The filming and posting of videos of violent
assaults on video-sharing sites like YouTube or via cell phones for
entertainment.

Information and Communication Technology (ICT): Inter-
net, text messaging, cell phones, and other rapidly evolving “smart”

media used for accessing information (e.g., surfing the web) or
communicating with others (e.g., “texting” or “IMing”).

Problematic Internet Use (PIU): In this discussion, broadly
defined as any use of the Internet or similar technology that causes
problems in the individual’s life. The condition includes excessive
or otherwise problematic behaviors that are popularly termed “In-
ternet addiction.”

Role-playing Games (RPGs, or MMORPGs): Video games,
sometimes Internet-based and interactive, in which the user plays a
character and typically develops skills and acquires status and re-
wards along the way; MMORPGs are “massively multiplayer on-
line RPGs” and are highly interactive social environments.

Screen Name: Nickname chosen by an Internet user to repre-
sent himself or herself to others on the web; may contain a combi-
nation of words, letters, numbers, or occasionally special
characters.

Sexting: Sending or receiving sexually explicit or sexually pro-
vocative images (usually photographs) via cell phones or the Inter-
net; derived from the term texting, which describes sending text
messages by cell phone.

Social Networking Site (SNS): A website, such as Facebook,
MySpace, LinkedIn, YouTube, and Twitter, where users share in-
formation and communicate with other Internet users through
status updates, postings, discussions, and sharing media such as
videos or links.

Spam: Unwanted e-mail, or the sending of unwanted electronic
messages.

Status Update: A brief message sent or posted to one’s contacts
on a social networking site or application; status updates range
from banal (e.g., “mmm, corn flakes for breakfast!”) to significant
(e.g., “just got married!”) and may not always refer to changes or
activities in the user’s life (e.g., posting song lyrics or polls for one’s
friends); status updates are central features of sites like Facebook
and Twitter

Tweet: An update or the posting of an update on the popular
SNS Twitter; Twitter allows updates of only 140 characters, and
users subscribe to receive other users’ “tweets.”

Virtual World: Defined by Wikipedia as “a computer-based
simulated environment intended for its users to inhabit and inter-
act via avatars”; a popular example is SecondLife (www.secondlife.
com).
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